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Boliglan med personlig radgivning DNB
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Syv av ti e-postdomener hos norske
virksomheter kan misbrukes

° Lytt til saken + 5 minutter D) ®

Ville du ha latt deg lure av en e-post fra politiet eller banken din? Svaert mange
norske virksomheter har ikke sikret seg mot at andre kan sende e-post fra deres
adresser.




Nettavisen "y hotor

150.000 svindel-eposter sendt til
Telenor-kunder: - Slett e-posten sa raskt
som mulig

- Vi RaTvett tilfeller :
der svindlerne ~ -

klarer & lure BankID- . .

koder og andre -~

engangspassord ut '

fra ofrene sine ved & »
folge med | sanntid. ’ t

Det eneste som stopper dette er DMARC med Policy REJECT:

Flyselskapet Widerge advarer mot et omfattende angrep
via epost som har&ksupport@wideroe.ng® som avsender.

blokkert konto

one

Kjeere kunde, 'ﬁ

Vi sender deg denne meldingen for & informere
deg om at "Kontoer [ kort" dessverre er
deaktivert pa grunn av mistenkelig aktivitet pa
kontoen din.

Viinformerer deg om at fra den angitte datoen
kan ingen operasjoner utferes.

Slik aktiverer du tilgangen din pa nytt:

Logg.inr



SECURE EMAIL
WITH DMARC AN

DMARC reveals false emails sent from your domain name. It's like
when the postman checks your identity when you send letters.

O 9 .
Ordinary email 'I f f — <

Scammer Monitoring of sender is limited.
Recipient risks receiving scam
emails from you.

_UDMARC —
L 1N

Scammer All emails are sorted and scam
emails are blocked before they
reach the recipient.
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With DMARC
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DMARC - Domenebasert meldingsautentisering,
rapportering og overensstemmelse

Domene Message
Authentication Reporting and
validate and Apply Sender DMARC Policy Conformance, eller DMARC,

Retrieve Retrieve S
omains
My Company som fokuserer pa a handtere

problemet med e-
postforfalskning ved a
beskytte bade avsenderen
Anti-Spam mottakeren. Din DMARC-
. Filters etc Qu ikl el instruerer mottaksser

Standard - om ikke a aksepter
‘ Processing hvis den mislykkeg’

SPF-sjekker.




KRIMINELLE KAN TA OVER DIN MERKEVARE

CEO Fraud

The attacker, pretending to be a top-level
executive, sends emails to your
employees requesting money transfers or
access to confidentiol dotabases.
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Selling lllegal Goods

Attackers can use your domain to sell
illegal goods online like drugs or

weapons, which could land you in serious

trouhle

Fake Invoices

A hacker impersonating one of the
organisation’s vendors could raise fake
invoices that cost companies millions of

dollars.

Spreading Ransomware

Malicious emails often contain fake links
or attachments that can install
ransomware on the target’s device,

Login Credential Theft

By pretending to be from customer
support at your business, an attacker can
steal information from your partners and

customers,
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Legal Risks

When hackers use your domain to steal
money or data from people, it can lead to
lawsuits against your organization.
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with DMA

SPF & DKIM alignment
Percentage of emails that align
with SPF and DKIM respectively

PowerDMARC Top 5 Threats
5 IP addresses that pose thg
biggest potential threats #yo

domain /
Outbound Email Qverview

View the propoytion of your
emails that gré passing DMARC




IP Infarmetion

Diemen, North Hollond, Netherlands

Europe

POW=R BMARC

P Informeation

globale svarteliste

IP er plassert pa, sam a
sendende vertsna s eAfost
omdgmme. Alt fer pa et
detaljniva somy&t menneske
aldri kunnematche.




POW=-RBMARC

automatisk tilna
din Sender Policy
Framework.




KRYPTERING

PowerDMARC lar deg kryptere alle dine DMARC Forensic RUF-rapporter mens de genereres.
For a gjgre det enda sikrere, kan du generere ditt eget ngkkelverdi-par for a kryptere RUF-
dataene dine. Vi har null tilgang til krypteringsngkkelen din.

Forensics Encryption Setup Wizard + Add Domain ‘ & English Hi, Egil Derr

© Public keys

CREATE A PGP KEY

A PGP key consists of a private and public key combination. PowerDMARC doesn't provide functionality to generate a key but there are tools available to generate. You can generate a key for example at https:/pgpkeygen.com
Click the *Generate keys' button and download your public and private key.

Your public PGP key is used to encrypt forensic messages.

Remove public key

----- BEGIN PGP PUBLIC KEY BLOCK-----

til den misl

RUF-rapporter kan
potensielt inneholde noe
personlig informasjon fra
e-posten. Dette
inkluderer: Ditt 'Fra’
domene Tidspunktet e-
posten ble mottatt IP-
adressen til serverne so
sendte e-posten
Emnefeltet DMARC;
DKIM bestatt/ikk
resultater Ove




HOSTED DMARC

DMARC Policy €
Set the enforcement policies to protect your domain.

Q

None
QOutgoing emails that are not
authorized will still be

accepted by the receiving

the recipient's mailbox

DMARC Policy percentage

o

Quarantine

Dutgoing emails that are not
authorized will be placed on
the spam folder of the

recipient's mailbox

Reject

QOutgoing emails that are not
guthorized will not be
accepted by the receiving
server and won't be placed

in the recipient's mailbox

The policy percentages defines how strict the policy will work. You can set the preffered

percentage by using the slider below.

100%

)




DMARC for e-postfa
finner sted pa ulike steder rundt om i

verden.

Med vart avanserte DMARC-
overvakningsverktgy far du full synlighet
pa ditt domene.




PowerAlerts Generates Alerts Pertaining to 3 Different Categories:

DMARC
Failure/Forensic Definable
ST, RUF incident Threshold Alerts

Alerts



PDF rapporter

Basic Reports

Export your basic DMARC overview reports or schedule them to be sent by email

Domain Reporting Period o

} Add Schedule

Scheduled Reports

Domain Frequency

Emails

= Export pdf report

Date OFf Next
Scheduled Report

1.0 DMARC deployment status

14 il 2020 - 20 |l 2020

| 3.1 DMARC Compllance everview
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| 3.2 Outbound emall overview

Toim mran s AR (el mei

s rate
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Formmde miin  Thomseaibacoms

Med PowerDMARC kan
du konvertere
rapportene dine til
praktiske PDF-
dokumenter som kan
deles med hele teamet
ditt. Du kan planlegge a
fa dem sendt
regelmessig til e-pos
din, eller bare ge
dem etter beh




Implementere PowerDMARC

Setting Up PowerDMARC
PowerDMARC

B
S wwwww

Setting Up PowerDMARC

Configure your domain, DMARC

policy and aggregate reporting,

then publish the DMARC record
to your DNS

PowerDMARC Analysis

Over 1-2 weeks, you will get full

visibility and analysis of whom
and what is sent across the
Internet on behalf of your

organization domain.

Enforce DMARC

By analyzing your reports, we
authorize legitimate sources &

identify malicious ones

100% DMARC
Compliance

With a policy of p=quarantine or
reject, you're safe from domain

spoofing!



U Ditt domene blir brukt til dataangrep pa anc
Konsekvens: Tap av kunder og business, og tap av virksomhete

L Dine sendte epost blir feilaktig klassifisert som spam av mottaker.
Konsekvens: Viktig epost, tilbud, kontrakter eller annet kommer ikke frem eller blir forsinket

O Markedsmail og massemail far inntil 10 % lavere leveringsrate.
Konsekvens: Tap av business og inntekter

O Du kan selv bli angrepet av falske epost som bruker ditt egent domene.
Konsekvens: @kt sjanse for a bli utsatt for dataangrep,ransomware, datatap, nedetid og svindel
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